NHcpopmaumoHHas namAaTKa Asisi 06y4varoLwmxcs 4sisi pa3smeLleHust Ha
ochnymanbHbIX IHTEpHeT-pecypcax

C KaxbIM rogom MOSI04eXM B MHTEPHETEe CTaHOBUTLCA 60sbLUe, a WKOSbHUKA OOHU N3 caMblX
aKTMBHbIX Nosib3oBaTeneit PyHeTta. Mexay Tem, NOMUMO OFPOMHOrIO KO/IMyecTsa BO3MOXHOCTEIA,
NHTEPHET HECET U I'Ip06ﬂeMbI. OTa namMaTka [o/KHa NomMoYb Tebe 6e3onacHo HaxoanTbCA B CETU.

KomnbtoTepHble BUPYChI

KoMMbOTEPHbI BUPYC - 3TO PA3HOBUAHOCTb KOMIMbIOTEPHbIX NPOrpaMM, OT/IMUUTENIbHOW 0COGEHHOCTLIO
KOTOpPOIi SIBNSIETCS CMOCO6GHOCTb K Pa3MHOXEHUI0. B AoNoNHEHWE K 3TOMY, BUPYCbl MOTYT NOBPEeANTb
WM NOMHOCTBLI0 YHUUTOXUTbL BCE (paii/ibl U laHHble, MOAKOHTPO/IbHbIE M0/Ib30BaTE/0, OT UMEHU
KOTOpOro 6bina 3anylleHa 3apaxChHHaa nporpaMma, a Takke NoOBPeanTb UK AaXKe YHUUTOXNTb
orepaLyMoHHYH CMCTEMY CO BCEMU (haiiiamu B Lie/IoM. B 60/bLUMHCTBE C/TyYaeB pacnpoCcTpaHsioTCs
BUPYCbI YEPE3 MHTEPHET.

MeToAbl 3aMThl OT BPEAOHOCHbLIX NporpamMm:

1. Vicnonb3yii CoBpeMEHHbIE onepaLyoHHbIe CUCTEMBI, UMetoLLMe cepbCh3HbIl YpoBEHb 3alyUThbl OT
BPEAOHOCHBIX Nporpamm;

2. MocTosIHHO ycTaHaBNMBal NayuTh (LMPOoBbIe 3an/1aTku, KOTOPblE aBTOMAaTUYeCK/ YCTaHaB/IMBaOTCS
C Le/ibio opabTKM NporpamMmbl) U Apyrne 06HOBNEHNS CBOEN onepaunoHHON cucteMbl. CkavmBai nx
TOMbKO C odpuLmanbHoro calita paspabotunka OC. Ecnm cylecTByeT pexmmMm aBToMaTn4eckoro
06HOBNEHNS, BK/THOUU €TO;

3. Pa6orTaii Ha cBOEM KOMMNbKOTEPE MOoZ NpaBamy Nosb3oBaTesnsi, a He aAMMHMUCTPaTopa. AT0 He
NO3BOMNT GOMbLUMHCTBY BPEAOHOCHbLIX MPOrpaMmM MHCTa/I/IMPOBaTbCSt HA TBOEM NEePCOHa/IbHOM
KOMMblOTEpE;

4. Vicnonb3yii aHTUBMPYCHbIE NPOrpaMMHble MPOAYKTbl U3BECTHbIX MPON3BOANUTENEN, C
aBTOMaTUYeCKMM OOHOB/IEHMEM 0a3;

5. OrpaHnyb I3NYECKUIA JOCTYN K KOMMbIOTEPY A/ NOCTOPOHHUX NNLL;

6. Vicnonb3yii BHeLLHe HoCUTenn nHchopmaummn, Takme kak doneluka, AUck nnu aiin ns MHTEpPHeTa,
TO/IbKO M3 NPOhEPEHHBIX NCTOUYHUKOB;

7. He oTKpbIBail KOMNbIOTEPHbIE (haiinbl, NoyYeHHble 13 HeHaAChHXHbIX MCTOYHUKOB. [axe Te thalifibl,
KOTOpble Npucaaa TBOV 3HAKOMbIN. Jlyylle YyTOUHW Y Hero, OTNPaB/s/l /i OH Tebe nX.

Cetn WI-FI

Wi-Fi - aTo He BuA nepeaayn AaHHbIX, HEe TEXHO/OIMS, a BCEro nllb 6peHa, mapka. Ewe B 1991 rogy
HuagepnaHackas KomnaHus 3apermctpmposana 6peng B« WECAB», uTo 0603Ha4asio C/iIoBOCOYETaAHNE
B«Wireless FidelityB», koTopblil nepeBoguTcs kak B«becnpoBogHas TOMHOCTLB».

[lo Hawero BpemMeHu Aowna gpyras abopesuarypa, kotopas SiBASIETCSA TaKOI e TEXHOormen. 31o
ab6peBunatypa B«Wi-FiB». Takoe Ha3BaHue ObI10 fAaHO C HAMEKOM Ha CTaHAapT BbICLLUWIA 3BYKOBOIA
TexHukn Hi-Fi, 4yTo B nepeBoje o3Ha4vaeT B«BbicOKasA TOUHOCTHB».

[a, 6ecnnaTHbIli MIHTEPHET-AOCTYN B Kadie, OTE/AX U asponopTax ABASETCA OT/IMYHON BO3MOXHOCTbIO
BbIXO[a B UHTEPHET. HO MHOrMe akcnepTbl cunTatoT, UTo 06weaoctynHblie Wi-Fi ceTu He ABnA0TCA
6e3onacHbIMN.

CoBeTbl N0 6e30nacHOCTY paboTe B 06Le0CTyNHbIX ceTsax Wi-fi:



1. He nepepgasaii cBO NMYHYO nHopMaumo Yepes obuiegoctynHble Wi-Fi ceTn. PaboTtasi B HUX,
XXenaTtenbHO He BBOAUTL Naposiv JOCTYNa, JIOTUHbI U Kakue-T0 HOMepa;

2. Vicnonb3yii 1 06HOBNAK aHTUBMPYCHbIE MPOrpammbl 1 6paHamayep. TeM cambiM Thl 06€30nacullb
cebs OT 3aKkayku BUpyca Ha TBOe YCTPOICTBO;

3. Mpu ucnons3zoBaHuy Wi-Fi oTknoumn pyHkumio B«O6LmMin 4ocTyn K dpaiinam n npuHtepamB». JaHHas
(PyHKLMSA 3aKpbITa N0 YMOYaHUIO, OA4HaKO HEKOTOPbIEe Nosb30BaTeNnun aktusmpytoT eCh onia ygoberesa
MCcnonb30BaHNs B paboTte nnm yyebe;

4. He ncnonbayii ny6nunuHeli WI-FI gna nepefayn nnyHbIX AaHHbIX, HaNnpuvep 415 BbIXO4a B
couyasnbHble CETU U B 3NEKTPOHHYIO NOYTY;

5. Vinonb3yii TONbKO 3aluiLeHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Be6-agpeca
BBOAW UMEHHO B«https://B»;

6. B Mo6unbHOM TenedpoHe oTkun hyHkumo B«MogkitoueHne k Wi-Fi aBTomatnyecknB». He
Jornyckali aBToMaTuyecKoro noaxkntoyHeHns yctpoinctaa K cetam Wi-Fi 6e3 TBoero cornacus.

CounasibHble cetn

CoumanbHble CETU aKTUBHO BXOAAT B HaLLy XW3Hb, MHOTME NHOAN PaboTatoT M XMBYT TaM NOCTOSHHO, a
B Facebook yxe 3apernctpupoBaH MUAnnapa YesoBek, YTo ABMSETCA OAHOM CeAbMOI BCEX XUTENe
nnaHeTbl. MHOrMe Nosb3oBaTeNy He MOHUMALOT, YTO MHApOpMaLKs, pasMeLLLEHHast MU B COLMasIbHbIX
CETAX, MOXET ObITb HalileHa 1 UCMOo/Ib30BaHa KeM YrofHO, B TOM YMcie He 06si3aTeslbHO ¢ 6rarumu
HaMepPEeHUAMMN.

OCHOBHble COBETbI N0 6e30NacHOCTM B COLMASIbHbIX CETAX:
1. OrpaHnyb cnucok gpyseii. Y Tebsi B Apy3bsAX HE AO/MKHO ObITb CAyYanHbIX 1 HE3HAKOMbIX /TOAEN;

2. 3awmuaii CBOK YacTHYH XM3Hb. He ykasbiBaii naponu, TenedoHbl, agpeca, faty TBOEro POXAeHUs
1 APYTYH0 NIMYHYH0 MHDOPMaLMIO. 3/10YMbILLMIEHHVKA MOTYT UCMO/b30BaTh AaXe MHhopMaLMio 0 TOM,
Kak Tbl 1 TBOW POAUTENN NSTAHMPYETE NMPOBECTU KaHUKY/IbI;

3. 3awmuaii cBol penyTauuio - AEPXN ee B UNCTOTE 1 3aaaBail cebe Bonpoc: XoTes Obl Tbl, YTOObI
Apyrue nonb3oBartenu BUAENW, YTO Thbl 3arpyxaellb? MNogymai, npexae 4em 4To-To ony6smkoBatb,
HanucaTb 1 3arpy3uThb;

4. Ecnu Tbl TOBOPWLLb C SIHOAbMU, KOTOPbIX HE 3HAellb, He UCMO/b3Yi CBOE peasibHOe MMS U APYTYiO
JINYHYI0 MHGPOPMALLMK: UMSI, MECTO XUTENTbCTBA, MECTO Y4ebbl 11 Npoyee;

5. M36eraii pasmelleHns gootorpacumii B VIHTepHeTe, rae Tbl M306paxeH Ha MECTHOCTU, MO KOTOPOIA
MOXHO ONpeaennTb TBOE MECTOMOOXEHNE;

6. Mpu perucTpauun B cOLMabHON ceTh HeO6X0AMMO UCNO/b30BaTh C/IOXHbIE Naposiv, COCTosALLMeE 13
OyKB M LUNp 1 C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. Ans coumanbHoi ceTu, NoYTbl U APYrux caiiToB HEOGXOAMMO MCNO/b30BaTh pasHblie naponu. Torga
ecnn Te6si B3/IOMAtOT, TO 3/I0YMbILLJIEHHVKM MOJTyYaT AOCTYN TO/IbKO K O4HOMY MecTy, a He BO Bce
cpasy.

ONEeKTPOHHbIE AeHbI

ONEeKTPOHHbIE fAeHbrv Bh” aT0 o4eHb yA06HbIN cnocob niaTexei, 04HaKo CyLLEeCTBYOT MOLUEHHVKN,
KOTOpbIE XOTAT NO/TYYNTb 3TW OEHBIN.

DNEeKTPOHHbIE AEeHbIV NOSIBUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOT0 BO MHOTMX rocyAapcTBax Ao
CUX NMOP He NPOM1CaHO NPO HUX B 3aKOHAX.


https://xn--yba78o/

B Poccum e oHU (PYHKLUMOHMPYHOT U O HUX YXKe NPONUCaHO B 3aKOHe, rae UX pa3aensitoT Ha HECKO/IbKO
BMA0B - aHOHUMHbIE 1 HE @aHOHMMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspeLuaeTcsl NpoBOAUTL onepauun 6e3 ngeHTumrkKaLmm nonb3oBaresis, a B HeaHOHNMHbIX
naeHTMdrKaL M Nosb30BaTeNs ABASeTCs 0053aTe/bHON.

Takke cnefyeT pas/imyarb 3/1eKTPOHHbIE (huaTHble AeHbr (PaBHbl rOCy4apCTBEHHbLIM BasltoTam) U
3/1EKTPOHHbIE HeMaTHbIe AeHbIN (He paBHbl rOCYAapCTBEHHLIM BaloTam).

OCHOBHbIe COBETbI M0 6€30MacHoi paboTe ¢ 31eKTPOHHbIMU AeHbramu:

1. MpuBSHXN K cHETY MOOW/IbHBIN TesiedoH. DTO caMblil yA0OHbIR 1 BbICTPbLIV CNOCO6 BOCCTAHOBUTL
JocTyn K cyeTy. MprBsA3aHHbIi Tesied)OH NOMOXET, ecnn 3abyaellb CBOM NaaTeXHbli Naponb Uam
3alijellb Ha calT C He3HaKOMOr0 YCTPOICTBA,

2. Vicnonb3yii oiHopa3oBble naposiu. Mocse nepexofa Ha yCUeHHyto aBTopusaumio Tebe yxe He 6yaeT
YIrpoXaTb OMACHOCTb KPaXu UK NepexBata niaTexHoro napons;

3. Bblbepu crioxHbIvi Naposib. MNpecTynHykamM OyaeT He NPOCTO yraAaTb CI0XKHBIA Naponb. HagexHble
naponv Bh” aT0 Naponu, KOTopble coaepXaTt He MeHee 8 3HaKOB 1 BKHOYAKT B CEOSA CTPOUHbIE U
NponucHbIe BYKBbI, LMPbI U HECKONbKO CMMBO/IOB, TakMe Kak 3Hak gonnapa, pyHTa,
BOCK/IMUATENbHbIA 3HaK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAU CBOW /MYHbIE JaHHbIE Ha caliTax, KOTOPbIM HEe JOBEpsieLLb.
ONeKTPOHHaA noHTa

OneKTpoHHas noyta Bh” 3TO TEXHONOMMNA 1 NpefoCcTaBAseMbIe €10 YCIYT MO Nepechisike U NoyyYeHuto
3MEKTPOHHbIX COOOLLIEHMI, KOTOPbIE pacnpenensatoTcs B KOMMNbIOTEPHON ceTn. OBbIYHO 3/1EKTPOHHBbINA
MOYTOBBIN ALWMK BbIFSANT CrieayoLmm 06pa3om: NMs_Nosb3oBaTensa@umMs_aomMeHa. Takke Kpome
nepegayn NpocToro TeKCTa, UMEETCS BO3MOXHOCTb NepegasBaTh daiisbl.

OCHOBHbIe COBETbI N0 6e30MacHO paboTe C 3NEKTPOHHOI NOYTON:

1. Hano BbIGpath NpaBu/ibHbIN NOYTOBLIV CEpBUC. B MHTEpHETE eCTb OrpoOMHbI BbIGOP GecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OAHAKO JlyuLle AOBEPATb TEM, KOTO 3HaELlb M KTO NEePBbIV B PEATUHTE;

2. He yka3biBali B NIM4YHOI No4YTe NNM4YHY0 HhopMaLmio. Hanpumep, nydlle BbibpaTb
B«My3blKasibHbI_haHaT@B» nnun B«pok2013B» BMecTo B«temaP13B»;

3. Vicnonb3ayii AByxaTanHyo aBTopmnsaLmio. ATo Korga NnoM1MMO Naposist HY)XHO BBOAWTL Kof,
npucbiiaemblii no SMS;

4. Bblbepu CrioxHbIV Naposib. AN Kaxaoro NoYTOBOro ALMKa AO/MKEH ObITh CBOW HALEXHbIN,
YCTOMUMBBINA K B3/TIOMY Naposb;

5. Ecnu ecTb BO3MOXHOCTb Hanvcatb CaMOMy CBOV JINYHbIV BOMPOC, UCMO/b3Yi 3Ty BO3MOXHOCTb;

6. Vicnonb3yii HECKO/TbKO NOYTOBbLIX ALLMKOB. [epBblli 47159 YaCTHOWN Nepennckn ¢ agpecaraMu, KOTOPbIM
Tbl AOBepsiellb. DTO 3/1IEKTPOHHbIN afpec He HaZ0 UCNO/b30BaTb NPY PErncTpaLmmn Ha oopymax u
cairtax;

7. He oTkpbIBaii thaiinbl U Apyrue BOXKEHNS B MMCbMaxX faXe eCi OHW NPULLAN OT TBOUX ApY3eil.
Jlyyiue yTouHM y HUX, OTAPAaBIANN 1M OHW Tebe 3Tu haiinsl;

8. MNocne okoHYaHWs paboTbl HA NOYTOBOM CepBUCE Nepes, 3akpbITUEM BK1aAKM C caiToM He 3abyab
HaxkaTb Ha B«BbIATUB».

KnbepOynavHr nnm BupTyasibHoe U3geBaTesibCTBO



Knbepbynnuur B h” npecnefoBaHne COOBLLIEHUAMM, COAEPXKALLVIMIU OCKOP6/IEHUS, arpeccuio,
3anyrmBaHue; Xy/IMraHcTeo; CoLmasibHoe GOMKOTYPOBAHME C MOMOLLbIO Pa3/INYHbIX UHTEPHET-
CEPBUCOB.

OcCHOBHbIe cOoBeTbI N0 60pbOE € KN6EPOYNNHIOM:

1. He 6pocaiics B 601A. Jlyuwmii cnoco6: NOCOBETOBATLCS Kak cebs BECTU 1, €C/IN HET TOro, K KOMY
MOXHO 06paTUTLCS, TO BHaYas1e YyCNoKOUTbCS. ECnn Tbl HAYHELb OTBEYaTb OCKOPONEHMAMY Ha
0CKOPO/IEHUS, TO TO/LKO ellle 60bLle pasoxokeLlb KOH(NKT;

2. YnpaBnsii cBoel knbeppenytauuers;

3. AHOHUMHOCTb B ceTu MHUMasA. CyLLeCTBYOT Crnoco6bl BbIACHUTb, KTO CTOUT 3a @HOHMMHbIM
aKKayHTOM,

4. He cTOMT BECTU XyNIUraHCKuii 06pas BUPTYasTbHOW XU3HW. VIHTepHET ouKCMpyeT BCce TBOW AeNCTBUS
N COXPAHSIET UX. YAAIUTb UX BYAET KpaliHe 3aTpyaHUTENbHO;

5. Cobntoaaii CBOW BUPTYasibHYH YECTb CMOJIOAY;

6. ViIrHopupyit eauHNYHBIA Herate. OAHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS Myulle UTHOPMPOBATb.
O6bIYHO arpeccusa npekpalaeTcsi Ha HavyaslbHOW cTaanu;

7. BaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLEHNSIMU, B COLMATIbHBIX CETSAX €CTh
BO3MOXXHOCTb G/10KMPOBKM OTMPAaBKN COOBLLEHUIA C ONPeAENEeHHbIX alpeCcoB;

8. Ecnu Tbl cBUAETEND K|/|6ep6ynn|/|Hra. Teowu AEMCTBMHZ BbICTYNUTb NPOTUB NpecnenoBaresid, nokasarb
€My, 4TO ero AGIZCTBMH OLeHnBarKTCA HeratTmBHO, NoAAEpPXaTb XXepPTBY, KOTOpOI7I HY>XHa
ncuxonornyeckasd nomMoulb, COO6LLI|I/ITb B3pPOC/ibIM O (*)aKTe arpeccmBHOro noBegeHna B CeTu.

Mob6unbHbI TenedgoH

COBpEMeHHble CMapT(*)OHbI M NaHLWeETbl coaepXart B cebe BNosHe B3p00]'|b||7| Ct)yHKLU/IOHaJ'I, n Tenepb
OHW MOTYT KOHKYPUpPOBaTh CO CTalMOHapHbIMU KoMMbloTepamn. OgHako, CpencTs 3alnTbl AN
I'IO,EI,O6HbIX yCTpOI7ICTB noka o4yeHb Mano. TecTupoBaHue 1 NOUCK yﬂ3BI/IMOCTeI7I B HUX MPONCXOONT HE TakK
WHTEHCKBHO, Kak A MK, To e camoe KacaeTca u MOOWAbHbIX I'IpI/II'IO)KeHI/IVI.

CoBpeMeHHble MOGU/bHbIE Gpay3epbl Y)Ke NPaKTUYeCcKn AorHasin HaCTO/bHble aHa/10ru, OHaKO
paclmpeHne hyHKUMOHaNa BneYveT 3a co60i 60/bLLYH C/TOXHOCTb U MEHbLLYIO 3aLMLLEHHOCTb.

[aneko He Bce NpOM3BOAUTE/NN BbINYCKAOT OOHOB/IEHNS, 3aKpbIBaKOLLME KPUTUYECKME YA3BUMOCTI 4J15
CBOWX YCTPOWCTB.

OcHOBHble COBeThbI AN 6e30nacHOCTU MOBW/ILHOIO Teneob0Ha:

1. H1yero He siBNsieTCA No-HacTosileMy 6ecniaTHbIM. Byb OCTOPOXEH, Bellb Korga Tebe npeasiaraot
6ecniaTHbIi KOHTEHT, B HEM MOTYT GbITb CKPbIThbI KAKME-TO NAATHbLIE YCNYTU;

2. ymaii, npexae yem otnpaButb SMS, h0TO UK BUAEO. Thl TOYHO 3HAELUb, I4e OHY OyayT B
KOHEeYHOM uTore?

3. Heo6xoavmo 0GHOBNSATL ONepaLoHHY CUCTEMY TBOETO CMapT(oHa;
4. Vicnonb3yit aHTUBUPYCHbIE NMPOrpamMmbl /15t MOGU/IbHBLIX TeneoHOB;

5. He 3arpyxait NpuioXeHns oT HEU3BECTHOTO NCTOYHUKA, Beflb OHW MOTYT COAEPXaTb BPeLOHOCHOE
nporpamMMHoOe 0GecrneyeHue;

6. lMocne Toro Kak Thl BblifeLb C calita, rge BBOAWA INYHYHO MHGOPMaLnto, 3aiiamn B HACTPOWKM
6pay3epa u yganu cookies;

7. Nepuognyeckn ﬂpOBepﬂVI Kakue nnarHble YyC/yrn aktuBnpoBaHbl Ha TBOEM HOMEPE,



8. [laBali cBOii HOMep MO6W/IbHOMO TenedhoHa TOMbKO NOASM, KOTOPbIX Thl 3HAELLL 1 KOMY A0BEPSIELLb;

9. Bluetooth A0J/DKEeH ObITb BbIK/THOYEH, Korga Tbl UM He nosb3yellbes. He 3a6biBali nHoraa npoBepATb
3TO.

Online urpel

CoBpeMEHHbIE OHMANH-UrPbI - 3TO KPACOUHbIE, 3aXBaTbiBatOLLME pa3BIeyeHns, 06beAVHAOLLME COTHY
ThICAY YE/I0BEK MO BCeMy Mupy. Vrpoku nccnesyot AaHHbIi MM MUp, 06LLaTCA ApYr C APYroM,
BbINOJIHAKT 3aJaHNS, CPAXKAKTCS C MOHCTPaM 1 NOyHaloT ONbIT. 3a YA0BOMLCTBUE OHY NIATSAT:
MOKynatoT AUCK, ONn/lauvMBatoT abOHEMEHT UM NPUOGPETatOT Kakue-TO OMNLUK.

Bce aTv cpeacTBa MayT Ha NoaaepXXaHue 1 pasBuTUe Urpbl, @ Takke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYOTCS CUCTEMbI @aBTOPU3aLMK, BbiNyCKatoTCsl HOBble NaTun (LMdpoBbIe 3annatkv ans
nporpamMm), 3aKpblBatoTCs YSI3BUMOCTU CEPBEPOB.

B nogo6HbIX Urpax CTouT onacatbCsi He CTONbKO CBOMX COMEPHMKOB, CKO/TbKO Kpavky TBOEro Naposist, Ha
KOTOPOM OCHOBaHa CMCTeMa aBTopu3aLun 60/bLUMHCTBA Urp.

OCHOBHble COBETbI N0 6e30NacHOCTY TBOEFO MIPOBOro akkayHTa:

1. Ecnv gpyroi urpok BegeT cebs Nioxo Unmn cosgaet Tebe HeNnpPUSATHOCTK, 3a6/10KMPYi ero B Cnncke
NFPOKOB;

2. Moxanyiics agMUHUCTPaTopamM Urpbl Ha N0Xoe NoBeAeHNe 3TOr0 UrPoKa, XeaTeslbHO NPUIOXNTb
Kakve-To goKasaTe/bCTBa B BUAE CKPUHOB;

3. He ykasbiBaii NMUHYy0 MHpopMaL Mo B npodaiine urpbl;
4. YBaxkaii apyrvix y4acTHVKOB MO WUIpe;

5. He ycTaHaBnvBali HeoduupasibHble naTyu U Mogbl;

6. Vicnonb3yii cnoXHble 1 pasHble Naponu;

7. [laxke BO BpeMs Urpbl HE CTOUT OTK/KoHaTb aHTUBUPYC. MNoKa Tbl Urpaellsb, TBOW KOMMbHOTEP MOTIyT
3apas3nTb.

PULLVHT NN KPpadxKa NIMYHBIX AaHHbIX

OO6bIYHOW Kpadkei AeHer N AOKYMEHTOB CErofHs Y)Xe HUKOro He YAMBHLLb, HO C Pa3BUTUEM MHTEPHET-
TEXHO/0rU 3/10yMbILLNEHHVKN NEPEMECTUNINCL B UHTEPHET, 1 MPOAO/KAKT 3aHMMaTbCS
B«1o6umMbIMB» aenom.

Tak nosiBMIacb HOBas yrpo3a: MHTEPHET-MOLLUEHHNYeCTBa Uav QOULLNHT, rNaBHas Liefb KOTOPOoro
COCTOUT B NOMYYEHUN KOH(PUAEHLMANbHbLIX AaHHbIX Nofb3oBaTesnein Bh” NOrMHOB 1 naponeit. Ha
aHrumiickom sA3bike phishing untaercs kak couwmHr (ot fishing BH” pbi6Hasa noens, password B H”
naposnb).

OCHOBHble COBETbI N0 60pb6e C PULLNHIOM:

1. Cneam 3a cBoUM akkayHTOM. Ecnv Tbl Nofo3peBaellb, YTO TBOA aHKeTa Obln1a B3/1lOMaHa, 1o
HGO6XO,D,I/IMO 3a6!'IOKVIDOBaTb eeun C006U.I,I/ITb aaMUHUCTparopam pecypca 006 3TOM KakK MOXHO CKopee;

2. |/|Cl'|0]'|b3yl7l 6e3onacHble Beb-caiTbl, B TOM Yuche, NHTEPHET-MarasmHoB 1 NMOUCKOBbIX CUCTEM;

3. |/|Cl'|0]'|b3yl7l CNOXHbIE 1 pasHble naponun. Takum o6pa30|v|, ecnv T1ebsa B3/1oMaroT, TO 3/TOYMbILLUJTEHHUKN
nonyyar AOCTYyNn TOJ/IbKO K O AHOMY TBOEMY I'IpO(bI/IIIPO B CETU, a HE KO BCEM;

4. Ecnn Tebsa B3N1oOMasiv, TO HEOOX0ANMO npegynpegnTb BCEX CBONX 3HAKOMbIX, KOTOPbIE [o6as/ieHbl y
Tebsa B Opy3bAX, O TOM, YTO Tebs1 B3lOMasin 1, BO3MOXHO, OT TBOET0 UMEHN 6yp,eT paccbliatbCAa cnam u
CCbIJIK/N Ha (*)VILUVIHI'OBbIe caliTbl;



5. YcTaHoBW HagexHblli naposib (PIN) Ha MOOUAbHBIN TenedoH;
6. OTKNOUM coxpaHeHve napons B 6paysepe;

7. He oTkpbIBali (haiinibl 1 Apyrue BAOXKEHUS B NMCbMax Aaxke €C/iM OHU NPULLIAK OT TBOUX ApYy3eil.
JNlyullie yTOUHM y HUX, OTMPAB/ISSIN /1M OHY Tebe 3Tu dhaii/ibl.

UndopoBas penytauys

LindhpoBas penyTtauus - 310 HeraTMBHas v NO3UTUBHAS MHADOPMaLMS B CETH O Tebe.
KomnpomeTupytowas MHhopMaumsi pasmelleHHas B UHTEPHETE MOXET Cepbe3HbIM 06pa3oM
0TPa3uUTbCS Ha TBOEI peasibHOM XU3HU. B«LincpoBas penytauusB» - 3T0 TBOI MMUAX, KOTOPbII
thopmupyeTcsa U3 nHhopmMaLum o Te6e B MHTEPHETE.

TBOE MEeCTO XUTENbCTBA, y‘-I66b|, TBOE dJI/IHaHCOBOG NosoXeHne, 0COBEHHOCTH XapakTtepa 1 pacckasbl
0 6nIM3KNX - BCE 3TO HaKan/MBaeTCsl B CETU.

MHoOrue nogpoCTKM /IErKOMbICIEHHO OTHOCATCSA K Ny6/MKauum AMYHoOM nHdhopmaumm B IHTepHeTe, He
NMoHMMas BO3MOXHbIX NOCAeACTBUIA. Thbl JaXe HEe CMOXeLlb AoragaTbCs 0 ToM, 4To choTorpacdms,
pasmelleHHas 5 f1eT Hasag, cTana NpUYMHON oTKasa NPUHATL TebS Ha paboTy.

KomMmeHTapuu, pasmMelleHme TBoux qpotorpadonii n apyrme eicTBmsa MOryT He UCHE3HYTh Jaxe nocse
TOrO, Kak Tbl X yaauLlb. Tbl HE 3HaELUb, KTO COXpaHu/ 3Ty MHhopmMaLmio, nonana n oHa B
MOUCKOBbIE CUCTEMbI M COXPaHUNACh /IN OHa, a rMaBHOoe: YTO NOoAYMatoT 0 Tebe OKpyXKaroLlee sioau,
KOTOpble Hal4yT U yBUAAT 3T0. HallTn nHdpopmaLMio MHOTO S1IET CNYCTSA CMOXET NII060W - Kak U3 A06pbIX
NOGYXAEHWIA, TaK U C HAMEPEHNEM MPUYUHUTL Bpes,. 3TO MOXET ObITb KTO YrOAHO.

OCHOBHble COBETbI N0 3aLuTe LMdPOoBO penyTaLum:
1. Moaywmaii, npexage yem 4To-TO Ny6/MkoBaTb 1 NnepeaaBaTth y cebsi B 6110re Uan B CoLuarnibHOM CETU;

2. B HacTpoiikax Npodhn/is yCTaHOBU OrpaHnMYeHnsi Ha NPOCMOTP TBOEro NPOhuis U ero COAEPXKUMOro,
caenait ero Tonbko B«ans apy3eiiB»;

3. He pa3meLluai n He yKkasbiBai nHhopMaumo, KoTopas MOXET KOro-1mbo 0CKopb6asiTb MK 0b6mxaThb.
ABTOpCKOE npaBo

COBpEMeHHble LUKOJ/TbHUKN- aKTUBHbIE MOJS1b30BaTe/ N Ll,I/IquOBOFO NPOCTpaHCTBa. OpHako ganeko He
BC€E 3HalOT, YTO NOJiIb30BaHNE€ MHOITMMN BO3MOXHOCTAMM LI,I/ICprBOFO Mupa Tpe6yeT CO6}'II-O,EI.€HI/IF| npas
Ha MHTEJIJTIEKTYasIbHYIO COOCTBEHHOCTb.

TepMunH B«nHTeNNnekTyasibHas CO6CTBEHHOCTLB» OTHOCUTCA K Pa3mM4yHbIM TBOPEHUNAM YET10BEYECKOTO
yMa, HavunHas C HOBbIX |/|306peTeH|/||7| M 3HaKOB, 0603Haqa+ou_w|x COOCTBEHHOCTb Ha NnpoAyKTbl N ycnyrn ,
N 3aKaH4YBasA KHUramu, (bOTOFpa(*)I/IﬂMI/I, KI/IHO(*JI/II'IbMaMI/I N MY3blKaJ/IbHbIMW NMPON3BEAEHUAMMN.

ABTOpPCKME MpaBa - 3T0 NpaBa Ha MHTeIeKTyaslbHYy0 COOCTBEHHOCTb Ha NPOU3BEAEHUS HAaYKN,
nuTeparypbl U NCKyccTBa. ABTOPCKME Npasa BbICTYNatoT B Ka4ecTBe rapaHTum Toro, 4To
NHTENNEeKTYasbHbIN/TBOPYECKUIA TPy, aBTopa He 6yAeT HanpacHbIM, AacT eMy cnpaBe//vBble
BO3MOXHOCTM 3apaboTaTb Ha pesysibTatax CBOero Tpyaa, NonyunTb U3BECTHOCTb U MpU3HaHue. HUKTo
6e3 paspeLueHust aBTopa He MOXET BOCMPOU3BOAUTL Ero MPon3BeAeHNe, pacnpocTpaHsaThb, Ny6anyHO
[EeMOHCTpMpoBaTh, Npogasatb, MMNOPTUPOBATb, NycKaTb B MPOKaT, Ny6/MYHO UCMONHATH,
noKasbIBaTb/MCNOMHATL B adhmpe Win pasmeLLatb B VIHTepHeTe.

Mcnonb3oBaHne B«nypaTckoroB» nporpaMmmMHOro o6ecneyeHmst MOXeT NPUMBECTU K MHOTVM pUCKaMm: OT
noTepu AaHHbIX K TBOMM akkayHTam A0 G/10KMPOBKM TBOETO YCTPOICTBA, € YCTAHOB/EHHbI He
nerasibHas nporpaMmMa. He cTomT Takxe 3abblBaTh, YTO CYLLECTBYET fIerasibHble 1 GecniaTHble
NPOrpammbl, KOTOpPbIE MOXHO HaTN B CETW.
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