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NHCTPYKIOUA
M0JIb30BATEJIA ABTOMATH3MPOBAHHOI cHCTEMbI 00padOTKH
~ KOH(pUMIeHUHAILHOI HHPOPMANHHE U NEPCOHAIBHBIX JAHHbIX
B Cankr-IleTepGypreckoM rocyjapeTBeHHOM GI0AKeTHOM PO eCCHOHATLHOM

o0pa3oBaTe bHOM y4pPeKIeHUM
«HOJUTEXHUYECKUHN KOJLJIEHK 'OPOJCKOT'O XO3AMCTBA»

1. O0mue moNIoKEeHUS

1.1. Hacrosmas WHcrpykuus paspaboTana IS OO€CIeUeHMS  3aIllUTHI
KOHQUIEHIMAIBHOM WHPOPMALMKM, B TOM 4YHCIEe IEPCOHANBHBIX —[JAHHBIX, B
ABTOMATU3MPOBAHHBIX ~ CHCTeMaxX,  Mcrmoiab3dyeMsix B Caskr-ITetepOyprckom
rOCYyJapCTBEHHOM 6IO,H)KCTHOM IpodeccCHOHATEHOM 06pa30BaTeJILHOM YUpEKACHUH
«HOHI/ITEXHI/I‘IECKI/II/I KOJUIEJK I'OPOJICKOI'O XO3SICTBA»

KondunennuanpHas nadopmarms — vHGOpMaIUs ¢ OTPaHUIEHHBIM JOCTYIIOM, HE
coziepiKaiad CBEICHUHA, COCTABIAIOIMKX IOCYIapCTBEHHYIO TaifHy, JOCTYIl K KOTOPOH
OrpaHHYMBAETCA B COOTBETCTBHH € 3aKOHOATENLCTBOM Poccuiickoit denepanyu.

[lepcoHansHble JaHHBIE — Jir00as WHGOPMAIMA, OTHOCAMAACA K IPIMO WIH
KOCBEHHO OIPEICIICHHOMY WIM OlpenengeMoMy (uzuueckoMy JHiy (CyOBEKTY
HEePCOHATBHBIX JAHHEIX). v

1.2. Haubosee  BepoATHBIMH  KaHajJlaMM  yT€4kd  MHOPOpMALUM  JJIs
aBTOMATHU3UPOBAaHHEIX cucTeM (nanee — AC) SBISIOTCS: -

® HECAHKIMOHUPOBAaHHBIA JOCTYH K HH(DOPMAIIUH, O6pa6aTLIBaCMOI/I B

 aBTOMATH3MPOBAHHOM CHCTEME;

e XWIEHHE TEXHUYECKUX CPEJCTB, C XpaHAulelics B HUX uHQopManuei, win
OTJIENBHBIX HOCUTENEH MH(pOpMAaIIH;

e QIPOCMOTp HHPOpPMALlMM C 3KPAHOB JHUCILICEB MOHI/ITopOB U JIpyrux
CPEICTB €€ 0TOOPAKEHUS C IOMOIIBIO ONTHYECKUX YCTPOUCTB;

e BO3JCHCTBHEC Ha TEXHUYECKHE WIM IPOrpaMMHBIC CpEICTBA B I.[GJDIX
HapyIIeHHUs UEJOCTHOCTH (YHUYTOXKEHUS, WCKaKEHHA) WHOOPMAIHH, -
paboTOCIOCOOHOCTH  TEXHHYECKHMX  CPEICTB,  CPEJCTB  3alUTHI
pHGOpMaINH, aJPECHOCTH U CBOEBPEMEHHOCTH OOMEHAa, B TOM UMCIIE
3NEKTPOMArHUTHOIO, YepEe3 CHIELMANBHO BHEAPCHHBIE 3JIEKTPOHHBIC U
IIpOrpaMMHBIE CpeCTBa («3aKJIaIKI»).

- 1.3, Pabora ¢ xoH(}puAEeHINATbHON HHbOpMaNeH, MePCOHATEHBIMI IIaHHBIMI/I, a
TaKKe CO  CIYXKEOHBIMU HOKYMEHTAMH OTPAHHYEHHOTO PACHpOCTpaHeHus (majiee —
uH(popMaI¥s OTPAaHNYEHHOI0 PACIIPOCTPAHEHHUS ), CTPOUTCS Ha CACAYIOIINX IPHUHIUIAX:

® [IPUHIUI IEPCOHATLHON OTBETCTBEHHOCTH — B JIF0OO0H MOMEHT BPEMEHHU 3a

. Ka&XABIA JOKYMEHT (He 3aBHCHMO OT TUNA HOCHTEN: OyMasKHBIMH,
JJIEKTPOHHBIN) JOKEH OTBeYarb M PaCHOPSIKATBCA  KOHKPETHBIM
COTPYIHHK, BBIZJaua JOKYMEHTOB OCYIIECTBIISETCS IO/l POCIIHCE;



‘e [PUHIMN KOHTPOJS U y4eTa — BCE ONEpallMd € JOKYMEHTaMHU JOJDKHBI
' OTpaXkaThCsl B COOTBETCTBYIOIUX XKYypHAJaX U KapToukax (mepenaya u3 pyk .
. B PYKH, CHITHE KOIIUHU U T.IL.). ‘

.

2. OO6s3aHHOCTH PaOOTHUKOB MMEIOIMX JOCTYI K KOHPUIEHIMATEHONH HHPOPMAaIuK

2.1. PaGoTHUKH, NOIYYUBIIME TOCTYN K KOH(QUICHIUATBHOMU uHpOpMaLUY,
00s13aHBl XpaHWUTh B TalfHE JaHHBIE CBEIEHUS, CTABIMUE WM H3BECTHBIMH BO BpeMs
paOOTHI WM UHBIM IIYTEM U MPECcEeKaTh ACHCTBUS JPYTUX JIUI], KOTOPHIE MOTYT NPUBECTH
K pasriameHuro Takoi napopManmu. O Takux ¢axrax, a TaKkKe O APYTHX NpHIHHAX WM
YCGJIOBUSX  BO3MOXKHOK  yTeuku  HHQOpMAIMM  HEMEMICHHO  UHOOPMHUPOBATH
pyxoBogurens crpykrypHoro nonpasaenenus CII6 T'BITIOY «IIKI'X», cnenumanucra 1o
3amuTe HHPOPMALMHY.
- Kondunennuansaas vHpopMalms He NOMANSKUT pasriamneHuio. [Ipekpamenue
JOCTyIa K TaKoi HHpOpMaIMu He OCBOOOKIAET COTpyIHUKA (pabOTHHKA) OT B3ATHIX UM
00513aTENBCTB 10 HEPA3IIAUICHHIO CBEICHUM OrPaHUYEHHOTO PACIIPOCTPAHEHHMS.
B cnydae ocraBieHuMs 3aHMMAaeMOM OJDKHOCTH COTPYIHUMK (pabOTHUK) 00s3aH
BEPHYThH BCE NOKYMEHTHI M MaTepualbl, OTHOCALIUECS K NEATENHHOCTU MOApa3IeIcHHUS,
opraHusauuy. B TOM 4uCiIe OTYETHI, MHCTPYKLMH, MEPENHCKY, CIUCKH COTPYAHUKOB
(paOOTHHUKOB), KOMIBIOTEPHBIE MPOrPAMMBI, a TAKOKE BCE MPOYME MaTepHalbl ¥ KOIUU
HA3BaHHBIX MaTEepPHAJIOB, UMEIOMMX KaKoe-TNOO OTHOIIEHHWE K JAEATEeIbHOCTH
aIMHHUCTpAIVY, NTOJIyYeHHBIE B TEUEHUE CPOKA PabOTHI.
2.2. Corpymuuxu (paGoTHMKH) TIpm paboTe ¢  KOHHIECHIMATHHOM
uHpopmanueii o0a3aHbI:
CTpOro coOmofaTh YCTaHOBJEHHBIE IpaBWiIa obecredeHus Oe30IacHOCTH
nHpopManuu pu paboTe ¢ IPOrpaMMHBIMHU M TEXHUYECKUMU cpenicTBamu AC;
BBHINOJIHATh TPEeOOBaHMS CHEMaINCcTa IO 3aIliuTe MH(QOpManuy, Kacarolpecs
obecnicueHus nHPOPMAITMOHHON 0€30IIaCHOCTH; »
' 3HaTh M CTPOrO BBINOJHATH MpaBmwia paboTHl €O CpEeACTBAMU  3allUTHI
‘uH@OopManuu  (CpeicTBaMU  pasrpaHUuUEHMs  JOCTyHa), HUCHOJB3YEeMBIMH  Ha
HEPCOHANBHEIX KOMIBIOTEPAX;
'XpaHuTh B TaifHe cBOM  ayTeHTHduKarop  (maponp  JocTyma B
ABTOMATH3UpPOBAHHYIO CHCTEMY), a Takke HWHQOpPMAIMIO O CHCTEME 3alll|Thl,
yCTaHOBJIEHHOH Ha AC;
UCTIOIB30BATH ISl paObOTHI, TONBKO YUYTCHHBIC ChEMHBIC HAKOIIUTENH HH(OpMaLUN
(rubKme MarHUTHBIC AUCKH, KAPThI TAMSTH, KOMIIAKT AUCKH U T.1.);
KOHTPOJUPOBATh OOHOBIIEHHE AHTHBHUPYCHHIX 0a3 M B CIy4ae HEOOXOXUMOCTH °
coo0mare 0 HEeOOXOAUMOCTH OOHOBJIEHUS B CIHyxOy TEXHMYECKOH NONIEPKKA U
CHEeIHUAIMCTY TO 3aluTe WHPOpMalMY, OTBETCTBEHHOMY 3a AHTHBHPYCHYIO 3alIUTY
aBTOMAaTH3UPOBAHHON CUCTEMBI;
HEMEUIEHHO  CTaBUTh B M3BECTHOCTh  PYKOBOAWTENS - CTPYKTYPHOIO
nonpasaenerus CII6 I'BIIOY «IIKI'X», corpyasukoB (paGOTHUKOB) HH(OPMAIMOHHOM
6esonacHoctH CII6 I'BIIOY «IIKT'X:
® B clyyae yTepu HOCUTENS ¢ KOHPHUISHIMAIbHOW MHGOpMaLUENd WU NpU
HOJIO3PEHIH KOMIIPOMETALMH JIMYHBIX KII0Uel U mapoiie;

e HapymeHu#f  IeNOCTHOCTH  IUToMO  (HaKIeek ¢  3al0MTHOM M
UACHTUPUKAIMOHHON HMH(OpMAINEl, HapyUICHHUH WIM HECOOTBETCTBUM
HOMepOB TleyaTeil) Ha ammapaTHBIX cpeacTsax [I9BM mwim uubx (GakToB



COBEpIIEHUS B €0 OTCYTCTBHE IONBITOK HECAHKITHOHUPOBAHHOIO JOCTYIa
(manee - HCJI) k 3amnumnennoit AC;

® HECAaHKIMOHUPOBAHHBIX (MIPOU3BEAECHHBIX C HAPYIIEHUEM YCTAHOBJICHHOTO
HOpsAKa) U3MEHEHUH B KOHQUIYypaldu TMPOTPaMMHBIX MM aIlllapaTHBIX
cpencts AC. -

B cnydae oTKIOHEHWN B HOpPManbHOM paboTe CHCTEMHBIX W HPUKIATIHBIX
IPOTPaAMMHBEIX CPEICTB, 3aTPyAHAIOIIMX SKCIUTYyaTAII0 padouei CTAaHIME, BBHIXOAA U3
CTpOsi WM HeycToiumBoro ¢GyHKIUOHMpoBaHUs y3710B [IOBM wmnu nepudepuitabix
YyCTPOMCTB = (OIMCKOBOMOB, TpHHTEpa H T.OL.), a TaKKe IepeboeB B CHCTEME
3JIEKTPOCHAOKEHUS,  HEKOPPEKTHOrO  (PYHKIMOHMPOBAHUS  YCTAHOBJICHHEIX = B
aBTOMATU3MPOBAHHON CHCTEME TEXHHYECKHUX CPEICTB 3alllUThl CTABUTH B M3BECTHOCTH
- OTBETCTBEHHOI0 32 TEeXHUWYecKoe oOcimyxkuBanme © (WiIH) OTBETCTBEHHOIO 3a
00CITy’)KHBaHUE IPOTPaMMHOI0 0OECTIEYEHN .

2.3. CraButh B U3BECTHOCTh COTPYAHHUKOB (pabOTHHMKOB) TEXHHYECKOM
HOJICPIKKH [IPH:

® HEo0X0AMMOCTH OOHOBJICHUS AHTUBUPYCHBIX 6a3;

® OOHOBJIEHUM MIPOrPAMMHOTO 00ECIICUEHH;

® IPOBEICHUU PErTAMEHTHBEIX PabOT, MOAEPHM3ALUN aNMapaTHBIX CPEICTB
WY u3MeHeHnn KoHuryparyn AC;

® HEOOXOAMMOCTH  BCKPBITHS ~ CHCTEMHBIX  OJIOKOB  MEPCOHAIBHBIX
KOMIIBIOTEPOB BXOAANMX B cocTas AC; -

e DE3epPBHOM KOIMPOBaHUM MH(POPMALWMIL.

2.4. VY06opka NOMEIIEHUHA TOJIXKHA TIPOU3BOIUTHCS IO/ KOHTPOJIEM COTPY IHHUKA,
MMEIOLIET0 JOCTYII B IIOMEHICHHE M IIOCTOSHHO B HEM PabOTaroMIero.

Breimoc IIOBM, Ha koTopo#t mpoBommiack o06paboTKa KOHGHAEHIHAILHOMN
nHpOpMaIMH, 3a IIPEIeIIbl TEPPUTOPUI 3[IaHHS C LIENBI0 X PEMOHTA, 3aMEHEI U T. II. 6€3
COTNIACOBAHHSA C . COTPYJHUKOM HH(MPOPMAMOHHONH Ge30IacHOCTH 3ampemes. Ilpu
HOPUHATHY PELlEeHNs O BBIHOCE KOMIIBIOTEPORB, HKECTKUE MArHUTHBIC TUCKH JOJDKHEI OBITh
JEMOHTUPOBAHBl .M CIAaHbl HAa XpaHEHHE OTBETCTBEHHOMY 3a VUYeT CIIY:KEOHBIX
* JIOKYMEHTOB OTPAHMYEHHOTO PACPOCTPAaHEHUs CTPYKTYPHOrO MOApasieneHus. B cryudae
JNEHACTBUSA TAPAHTUMHBIX OO0S3aTeNbCTB (PUPMBI-IIOCTABINMAKA BCKPHITHE KOpIyca Wu
JEMOHTa)X HOCUTENEH JOIKHBI OBITh TIPEIBAPUTEIHHO COrJIaCOBAHEI.

II9BM, wucnons3yemsle [uid paboTel ¢ KOHPUACHIUAIBbHOU HH(DOpMaLyei,
JOJKHBl OBITH pasMemeHs TAKHM 00pa3soM, uTOOB HCKIIOYAIach BO3MOXKHOCTE
BU3YaJILHOTO IPOCMOTpa 3KpaHa BUICOMOHUTOPA, HE WMEIOUIMMH OTHOIICHHSI K
KOHKpETHO 0OpabaTriBaeMoil HHpOpMaIIMU COpr,Z[HI/IKaMI/I

2.5. 3anpemaetcs:

e mepenasaTrh, KOMy OBl TO HH OBUIO (B TOM YHCJIE POJCTBEHHUKAM) YCTHO
WY MICBMEHHO KOHOUISHIMANbHY0 HH(OpMAIIHIO;

® JCIOJB30BaTh KOHOUICHIUAIBHYI0 HHPOPMAIMIO TPH  IOJIOTOBKE

" OTKPBITHIX ITyOJIUKaLuUi, JOKIaI0B, HAYYHBIX PaboT U T.1.;

® BEHINOJHATL PAbOTHL C MOKYMEHTaMH, COAEp KAIUMH KOH(DHICHIHATBHYIO
UH(pOPMALIUIO Ha IOMY, BEIHOCHTD UX M3 CIIY:KEOHEIX OMEIIEHNUI, CHUMATh
KONMY WY IPOU3BOIUTH BBINMCKYM U3 TaKHX JOKYMEHTOB 0€3 paspelucHus
PYKOBOJIUTES; ’ '

¢ HaKalIMBaTh HEHYXHYIO JUIl pabOTHl KOHOUACHIMATIBHYIO MHOOPMAITHIIO,
IpH paboTe ¢ NePCOHATBHBIME JAHHBIMH, COOIIOAATH CPOKHU €€ XPaHEHH;



e [iepefaBaTh WM IIPUHUMATE O€3 paclucKu JOKYMEHTHI, COZepiKalliye
KOHOHJICHINAIbHYIO HHPOpMAIUIO ¥ TIEPCOHATBHBIE TaHHBIE;

® OCTaBlATh Ha pabouumx CTONaX, B CTOJAaX W HE3AKPHITHIX ceiidax
JOKYMEHTHI, COIepKalllue KOH(UIEHIMATbHYI0 HH(DOpPMAIMIo, a TakKe
OCTaBJIATH HE3AIEPTHIMU U HE ONEYATAHHBIMH IOC]IE OKOHYAHHUS pabOThI
cePbl, MOMEIEHNS U XPAHWIHINA ¢ JOKYMEHTAMH.

® CII0JIb30BAaTh KOMIOHEHTBHl NPOrpaMMHOIO W ammapaTHOTro obecreyeHust
AC noapazneneHusi B HeC/TyKeOHBIX [EAX;

® CaMOBONBHO BHOCHTH  Kakue-JuOO HM3MEHEHMS B  KOH(HIYparuio
anmnapaTHO-IPOrpaMMHBIX CPEJCTB paboyuX CTaHIUN WX yCTaHABIMBATH
JIOTIONIHATEILHO JTI00BIE MPOTpaMMHBIC U aNllapaTHbBIE CPEACTRA;

® OCYyWECTBIATHL  00pabOTKYy  KOHOUACHIMAIBHON  UHPOpMalUu B
IPUCYTCTBUU ITOCTOPOHHUX (HE MONYMICHHBIX K NaHHOH WH(QOpPMAIIH)
JIAH;

® 3aNUCHIBATH ¥ XPaHUTh KOHPUICHIMAIBHYIO HHYOPMALIAIO HA HEYUTEHHBIX
HOCUTENAX uHbopMaIuu (KapTax naMsaTH U T.IL);

® OCTaBJIATH BKJIIOYECHHOH 0€3 MpUCMOoTpa cBOK padouyto ctanimio (II1DBM),
HE aKTHMBU3UPpOBaB cpeacTBa 3amuTel 0T HCJ[ (BpeMeHHYIO GJIOKMPOBKY
DKpaHa U KJIaBUaTyphl);

¢ YMBIIUIEHHO UCMONB30BaTh HEJOKYMEHTHUPOBAHHBIE CBOMCTBA U OLIMOKU B
NPOrpaMMHOM OOECIIEUEHUH WIIM B HACTPOMKAX CPEICTB 3aIUTHI, KOTOPBIC
MOTyT TIPHUBECTH K BO3HMKHOBEHHMIO KpusucHoit curyanuu. OO6
OOHapy)KEeHUM Takoro poJa OMmHUOOK - CTaBUTh B M3BECTHOCTH
CIIELIUAIMUCTOB CIIyKOBI TEXHUYECKOH TOAIEPIKKH.

3. OTBETCTBEHHOCTH

Corpyanuk (paGOTHHMK) HeECeT OTBETCTBEHHOCTH 3a COONIOIcHHE TpeOoBaHMIt
HACTOALIEH MHCTPYKIUMY, a TAKXKE APYTUX JOKYMEHTOB B 00JIaCTH 3alIMThl HHPOPMaLUU.
' 3a pasrialieHue KOHOQUIEHIMAIbHON WHQPOpPMAIUH, TEPCOHANBHBIX NaHHBIX, a
TaKOKe CIy)KeOHOH TaliHbl, HapylieHHe nopsaka paboThl ¢ JOKYMEHTaMH WM
MAIIMHHBIMU HOCHUTENISAMH, COAECPKAIIUMHU TaKyio HHQOpMAIHIO, COTPYAHUKH MOTYT
OBITH NPUBIEYEHB] K JAUCHUILUIMHAPHOM WM HHOM, MPEAyCMOTPEHHOM MeWCTBYIOIMM
3aKOHOJATENbCTBOM OTBETCTBEHHOCTH.

Hauvansauk otaema MO u T1I1T C.B.Baranos




